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The ripple effect…
…arising from the breach itself

I have avoided 
using public 

services through a 
fear of more 

people finding out 
about my status.

We were concerned the 
adoption wouldn't progress 

because our location had been 
disclosed, and there were 
safeguarding concerns.

I had to move into 
temporary 
emergency 

accommodation, 
with my children, 
after my location 

was leaked.

The worry of my mistake has made 
me ill. It’s been such a relief to talk 

to you, I can finally breathe!

(Data controller)

I felt forced out of my job 
following the discrimination I 
experienced after my status 

was exposed in the 
work-place.



The ripple effect…
…arising from the organisation’s response 

I don’t know who I 
can share my 

information with 
anymore. Will they 

keep it safe?

Organisations don’t 
acknowledge or recognise 
the impact a breach has 
had on them in case they 

“open the floodgates”  

The places you would 
usually turn to for 
help (GPs, social 
services, lawyers) 

can be the ones who 
hurt you most.  

It wasn’t taken seriously 
as an issue. It was just 

brushed under the  carpet, 
it’s a mistake, just human 
error. But this is my life.

I was treated as a 
‘criminal’ not a ‘victim’, 

receiving letters from the 
organisation's lawyers, 

rather than an 
acknowledgement. 



What do people want (and why does this matter)?

• Altruism

• Justice

• Validation

• Moving on

• Compensation



The ICO has listened…

of citizens surveyed agreed that 
the resource is clear and easy 
to understand 

40% of support organisations say 
they can provide better 
support to victims as a result 

89%

of organisations have 
reconsidered their approach to 
data breaches90%
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Data breaches can cause a ripple effect that 
disrupts someone’s life. You can make a 
difference... 



You can make a difference…

Acknowledge what has happened 

Be human in your response

Commit to making sure it doesn’t happen again



You can make a difference…

Share the ripple effect campaign 
with your professional and internal 
networks: www.ico.og.uk/ripple 

Share our simplified resource with 
those affected: 
www.ico.org.uk/next-step  

http://www.ico.og.uk/ripple
http://www.ico.org.uk/next-step
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